









        KiK Messenger 
As the name suggests, Kik is all about online instant messaging without a phone number being 
required. All kids need to do is pick a username, and start chatting either with a group or one-on-
one. It’s developed somewhat of an infamous reputation due to being used for grooming, sexting 
and inappropriate content. It also has an inbuilt web browser, so kids can search the internet 
without parents knowing. There are also websites dedicated to sexting on Kik – we recommend 
you steer your kids far away from this app.

         Ask.fm 

As one of the most popular social network apps used almost exclusively by children, Ask.fm 
mixes user anonymity and limited monitoring of content to create the perfect environment for 
cyber bullying and sexual content. This app is notorious for bullying, as users namelessly create 
posts about others, and has a detailed history of cyber bullying and grooming related incidents. 
Even just a few years ago, this app had been associated with nine documented cases of suicide. 
Avoid at all costs.

T.       TikTOK 
It’s just kids making music videos, right? Wrong. TikTok (formerly Musicaly.ly) is also millions 
of strangers uploading live-streamed content - and porn and predators may be the least of its 
risks.Mum and journalist Anastasia Basil decided to download the app on her own phone when 
her 10-year-old daughter asked for it. Her verdict? 

“One word sums up my experience: Nowayismykidgettingthisapp.”

TikTok - the world's most popular app - is a social network that allows users to lip sync to songs, 
create short videos, and stream themselves live, as well as view the videos and livestreams of 
others, and to comment and chat. 

A P P S  T O  B E  A W A R E  O F

http://www.dailydot.com/debug/kik-drugs-sex-messaging-apps/
http://www.sextingonkik.com/
http://www.bloomberg.com/news/articles/2013-08-21/ask-dot-fms-teen-suicide-case-and-the-anonymity-problem
https://www.buzzfeed.com/ryanhatesthis/a-ninth-teenager-since-last-september-has-committed-suicide?utm_term=.tyZ9dG3rbA#.tijjrbq3k6


         Snapchat 
If you have a teen or tween in your home, then it’s likely you’ve heard of Snapchat, an app 
that allows you to send a photo or video from your phone and determine how long the person on 
the other end can see the image until it “disappears.” The caveat is that it will not disappear 
forever because recipients have the ability to take screenshots of whatever photo or video 
messages they receive. Although senders get a notification that a screenshot was taken, it doesn’t 
stop the ramifications that may result.

Snapchat has a “Snapchat Safety Center” publication reminding kids that nude pictures are not 
allowed. “Don’t use Snapchat for any illegal shenanigans and if you’re under 18 or are Snapping 
with someone who might be: Keep your clothes on!” the company wrote.

Other popular social media apps that allow private messaging include: Facebook, 
Twitter, Instagram, Tumblr, Tik Tok (musical.ly), and more.

     

                Omegle 

Omegle is not an app, but it may be the most concerning to parents. Simply type omegle.com 
into any browser, and you can be connected via chat or video to a stranger. Yes, we have spent 
hours, days, weeks, and years teaching our children not to talk to strangers, and now they are one 
click away from doing just that. What’s even more disturbing is that this site is one of many.

Other chat room sites and live streaming apps that connect strangers include:

• Blendr
• HOLLA
• TinyChat
• MeetMe
• Monkey
• Chatroulette
• Fruzo
• FaceFlow
• iMeetzu
• ChatRad
• Live.me
• YouNow

https://www.snapchat.com/safety
https://www.huffingtonpost.com/entry/Snapchat%20published%20a%20%E2%80%9CSnapchat%20Safety%20Center%E2%80%9D%20reminding%20children%20that%20nude%20pictures%20were%20not%20allowed.%20%E2%80%9CDon%E2%80%99t%20use%20Snapchat%20for%20any%20illegal%20shenanigans%20and%20if%20you%E2%80%99re%20under%2018%20or%20are%20Snapping%20with%20someone%20who%20might%20be:%20keep%20your%20clothes%20on!%E2%80%9D%20the%20company%20wrote.
https://www.facebook.com/
https://twitter.com/
https://www.instagram.com/
https://www.tumblr.com/
https://www.learningliftoff.com/what-parents-should-know-about-the-tik-tok-musical-ly-app/
https://blendr.com/en/
http://www.holla.world/
https://tinychat.com/#category=all
https://www.meetme.com/
https://monkey.cool/
https://chatroulette.com/
https://fruzo.com/
https://www.faceflow.com/
https://www.imeetzu.com/
https://chatrad.com/
http://www.liveme.com/
https://www.younow.com/


              HIP & Calculator + 

These apps have a calculator icon posing as something it isn’t. The calculator actually acts as the 
password input (PASSCODE followed by %), which reveals hidden photos, contacts, browser 
history, and passwords. Again, the name ‘secret calculator’ is straightforward in the app store, but 
the app appears as calculator+ once it’s downloaded to the user’s phone, to help minimize 
suspicion and hide the purpose from concerned parents.

Other apps that allow users to hide content include: KeepSafe, HPS, SA, and more.

https://www.getkeepsafe.com/
https://itunes.apple.com/us/app/hide-private-photos-video-s/id1127760630?mt=8
https://itunes.apple.com/us/app/secret-photo-album-vault/id1174964304?mt=8

